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Cyber Marine Cover - Comprehensive Cyber Risk Insurance for Vessels 
In an era where maritime operations are increasingly digital, the risk of cyber attacks poses a serious 

threat to vessels. The Swedish Club's Cyber Marine Cover is designed to provide robust protection 

against these evolving cyber risks, filling the gaps left by traditional Marine Insurance policies. 

Protecting Against Digital Perils 

Our Cyber Marine Cover safeguards your vessels against physical damages resulting from cyber 

attacks, a critical area often excluded in standard policies. This policy is a proactive step towards 

ensuring the safety and operational continuity of your maritime activities in the face of cyber threats. 

As a unique feature, it also provides assistance and support in situations when data systems have 

been breached. 

Key Features 

• Cover for vessel Physical Damage: Protects your assets against cyber risks excluded by other

policies

• 24/7 Expert Support: Access to professional assistance for recovery and restoration when

needed

• Emergency response services in the event of a cyber attack.

• Physical Damage Loss of Hire cover, mitigating the financial impact of operational downtime

caused by cyber attacks

• Tailored Solutions: Possibility for comprehensive extensions to best suit your fleet´s needs

Aligning with Industry Standards 

The introduction of this cover is timely, considering the new IACS requirements for cyber resilience, 

as well as the IMO’s continuing cyber security recommendations. By choosing Cyber Marine Cover, 

shipowners can demonstrate compliance with these regulations, which focus on critical aspects like 

protection, attack detection, response, and recovery. 

A Tailored Approach for Diverse Needs 

The Swedish Club recognises the unique requirements of different fleets. Therefore, we offer a range 

of coverage options, ensuring that every shipowner can find a solution that aligns with their specific 

operational needs and risk exposures. 
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The Swedish Club Marine Cyber Cover is offered in three different tiers: 

Basic Basic Plus Comprehensive

Physical Damage Limit, Member Event/Aggregate 

USD 5,000,000/USD 5,000,000 
Physical Damage Limit, Member Event/Aggregate 

USD 50,000,000/USD 50,000,000 
Physical Damage Limit, Member Event/Aggregate 

USD 50,000,000/USD 50,000,000 

Incident Response Limit, Member/Aggregate 

USD 500,000 
Incident Response Limit, Member/Aggregate 

USD 2,000,000/USD 4,000,000 
Incident Response Limit, Member/Aggregate 

Up to a max of USD 20,000,000 
Loss of Hire: 

5/60/180 
Loss of Hire: 

5/90/180 
Loss of Hire: 

Up to a max of 
5/180/180 and as per agreed 

Cover for: 
Cyber Physical Damage: 
Physical Damage 
Physical Damage Loss of Hire 
Physical Damage Extra Expenses 
Removal of Wreckage and Debris 
Claims Preparation Costs 
Offshore Expenses following a Security 
Compromise: 
Vessel Incident Response

Cover for: 
Cyber Physical Damage: 
Physical Damage 
Physical Damage Loss of Hire 
Physical Damage Extra Expenses 
Removal of Wreckage and Debris 
Claims Preparation Costs 
Offshore Expenses following a Security 
Compromise: 
Vessel Incident Response

Cover for: 
Cyber Physical Damage: 
Physical Damage 
Physical Damage Loss of Hire 
Physical Damage Extra Expenses 
Removal of Wreckage and Debris 
Claims Preparation Costs 
Offshore Expenses following a Security 
Compromise: 
Vessel Incident Response 
Marine Legal Expenses 
Marine Notification Expenses 
Vessel Forensics Expenses 
Resultant: Non-Physical Damage Loss of Hire 
Misdirection of Vessel Funds 
Expenses following Non-Physical Damage 
Vessel Cyber Extortion 
Vessel Bricking Event Coverage 
Offshore Privacy and Confidentiality Liability 
Offshore Data or Software Liability

Insure your vessels against the invisible threats of the digital age. The Cyber Marine Cover provides 
the necessary defence mechanism, allowing you to navigate the digital waters with confidence and 
peace of mind. 

For detailed coverage options and more information, please contact The Swedish Club's 
Underwriting Team. 

Loss examples: 

- A vessel´s GPS co-ordinates are modified by a 
hacker attack, causing the vessel to run aground. 
The ensuing H&M claim is rejected due to a Cyber 
exclusion in the policy. The Swedish Club’s Cyber 
Marine Cover will cover the physical damage to the 
vessel up to the Cyber Physical Damage Limit. 

- A crew member plugs in his personal computer 
into the vessels system LAN and spreads a 
malware code.  
The breach is discovered with no physical damage 
having occurred. The Swedish Club’s Cyber Marine 
Cover will provide assistance to mitigate, control 
and/or respond to an actual or suspected Security 
Compromise, including Data Restoration up to the 
Cyber Assistance Limit. 


