Questionnaire

The Swedish Club Cyber Marine Insurance - BASIC

Questions Yes | No

1. Areall vessels aligned to BIMCO cyber risk management guidelines or equivalent
maritime cyber security recommendations?

2. Do all vessels have network segmentation policies in place for connection to
shore and onboard between business and crew?

3. Has cyber security awareness training been implemented for all vessel crew?

4. Have you had a cyber incident on board a vessel in the last three years?

This questionnaire must be completed for cover to continue beyond 31 March 2024. If not
completed and returned to Insurers by 1 March 2024, Cyber Insurance will automatically terminate
with effect from 31 March 2024. The responses to the questions asked above will not prejudice cover
in any way (applicable for Basic cover only).

Declaration: | declare that the answers within this application form are, to the extent of knowledge,
true and no facts have been purposefully miss-stated or suppressed.

Company:

Fleet/Sub-fleet:

Title:

Date:

Name:

Signed:
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Swedish Club Cyber Marine Insurance BASIC PLUS

These questions must be answered before upgrading to Basic Plus

Questions

Yes

No

1.

Are all vessels aligned to BIMCO cyber risk management guidelines or equivalent
maritime cyber security recommendations?

Do all vessels have network segmentation policies in place for connection to
shore and onboard between business and crew?

Has cyber security awareness training been implemented for all vessel crew?

Have you had a cyber incident on board a vessel in the last three years?

Is any access remotely to the vessel secured with multi-factor authentication?
Do you have a Cyber Security Incident Response Plan which extends to incidents
on Vessels?

Are there any integrity checks and security scans completed on the Chart
downloads prior to uploading to the Vessels?

Do you have a backup solution for your IT assets onboard the vessel?

Are USB ports blocked on all vessel systems?

The Basic Plus cover is subject to this questionnaire being completed, signed, and returned to
Insurers. Answers will be reviewed and subject to approval by Insurers prior to confirmation and
commencement of Basic Plus cover.

Declaration: | declare that the answers within this application form are, to the extent of knowledge,

true and no facts have been purposefully miss-stated or suppressed.

Company:

Fleet/Sub-fleet:

Title:

Date:

Name:

Signe

d:
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